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Croatia to introduce
biometric passports

Croatian Times

The Croatian government approved and sent
to Parliament a bill on the introduction of new
biometric passports from 1 January 2010
yesterday (Thurs).

The new passports will comply with EU
security standards.

A blometric passport is a combined paper and
electronic identity document that uses
biometrics to authenticate the identity of
travellers.
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Australian welfare system implementing biometrics

Wednesday, May 27, 2009in News
Centrelink, Australia's welfare call center system, has implemented voice

biometrics to automate the client authentication previously performed by call
center employees, according to an Australian IT article. Telecommunications

company Telstra, whom had a preexisting contract with Centrelink, has
provided the $2 million technology upgrade with voice pattern recognition
software supplied by technology companies Nuance and Kaz.
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Fast-track screening for illegal immigrants
launched

By Debbi Baker, Union-Tribune Staff Writer
8:22 a.m. May 26, 2009

SAN DIEGO — The Sheriff's Department will be the first law

enforcement agency in California to use a comprehensive system

designed to streamline the identification and deportation of criminal

illegal immigrants, officials announced Tuesday. « County to check
immigration status of

Under the new program that begins today, called “Secure Communities,”  amestees in jail

every person booked into Jail throughout San Diego County will be

screened to determine his or her criminal and immigration history, said

Lauren Mack, spokeswoman for Immigration and Customs Enforcement.

From the U-T a
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HOUSE PASSES TSA AUTHORIZATION BILL

Measure would authorize funds for explosive detection systems,
biometrics

The House of Representatives Thursday passed a standalone authorization
bill (HR 2200) for the Transportation Security Administration (TSA)—the first bill
to authorize the agency's activities since its creation in 2001
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Biometric systems are showing up in a wide variety of contexts, meaning places,
applications, authorities, importance, etc.

To most people, the biometrics systems may appear to be the same (e.g., a fingerprint
reader that they touch), but the functions and purposes of the system can be very
different. They are confused when they are asked to use a biometric for a convenience
application (login to a laptop or pay for milk and bread), while the same biometric is used
for a national security application (border crossing).



Theofanos, M.F., Micheals, R.J., Orandi, S., Stanton, B., Zhang, N.F. (2008). How the subject can improve fingerprint image quality.
Journal of Electronic Imaging.
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Usability test of 10-print capture for US-VISIT program. 300 adults.

NFIQ (NIST Finger Image Quality) is a measure of image quality. Lower numbers are better.
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Theofanos, M.F., Stanton, B., Sheppard, C., & Micheals, R. (2008). Usability testing of face image capture for US ports of entry. IEEE
International Conference on Biometrics: Theory, Applications and Systems.
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Even something as simple as photographing faces can cause problems. NIST recently
conducted a study of the photographs being collected by the US-VISIT program and found
serious problems.
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Overlay system suggested by NIST to improve the photographs collected by US-VISIT.
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Pons & Polak (2008). Understanding user perspectives on biometric technology. Comm. ACM.
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Survey of 86 computer science students in Miami USA.
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Application
Suitability

Elliott, Massie, & Sutton, The
perception of biometric
technology: A survey. 2007 |IEEE
Workshop on Automatic
Identification Advanced
Technologies.
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Context also refers to the purpose of using biometrics. This tables show the percentage of
people who think that biometrics are suitable for different applications. Clearly, opinions
about suitability differ depending on the application.

Context matters.
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As a protest against his support for the increasing use of biometric data, the influential
hacker group Chaos Computer Club published one of Wolfgang Schauble's fingerprints in
the March 2008 edition of its magazine Datenschleuder (Schauble is the federal Minister of
the Interior). The magazine also included the print on a film that readers could use to fool
fingerprint readers.

They did this by collecting a latent fingerprint, because (remember the elephant)
biometrics are not secret.

Why did this story get so much attention if this is a fundamental characteristic of
biometrics? Why are adopters of biometric systems ignoring the non-secret nature of
biometrics?

16



Andrew Patrick -- Societal Aspects of Biometrics

Pretend that these are my fingerprints. They have been published on the Internet and
downloaded over 1000 times.

Does this give me plausible deniability? Could I argue, if my fingerprints were ever found
somewhere, there it is plausible that they were spoofed using information freely available
to anyone on the Internet. There have been cases of fraudulent planting of latent prints,
does my publishing of my prints mean that latent matching is useless for me?

Does this make my fingerprints of less value to the US-Visit program? Robert Mocny, the
Director of US-VISIT, said during his keynote address to this workshop that users of
biometrics systems must be careful because “even one breach of the data will undermine
all our systems.” (May not be an exact quote.) But the information is not secret in the first
place!

Further, Mr. Mocny also described a proposal to have travel carriers (airlines, shipping
companies) collect biometrics for the exit portion of the US-VISIT program (currently,
biometrics are only collected when visitors enter the U.S.). Does shifting the responsibility
for biometric collection to third parties (who do not have the motivation to do this well)
not increase the risk of data breaches?
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"Many people consider this to be a scientific or
technical question, but it’s more than that. Ultimately
we must adopt an integrated long-term system that is
built on sound science, is socially and ethically
acceptable to our citizens, and reflects their values.

Citizens need to be heard on important public policy
issues. This dialogue provides an opportunity for

people who do not belong to stakeholder groups to
consider the long-term issues in a thoughtful and
structured manner and to talk about what they value in
determining a way forward."
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This quotation might be a good description of the need for a socio-technical discussion
about biometrics. It describes the need for a long-term strategy, a discussion of public
policy, and consultation with stakeholders.

This quote is not about biometrics, however, but is instead about nuclear waste...
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Nuclear Waste Management Organization
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I want to argue that there is a strong parallel between biometrics and nuclear power. Both
biometrics and nuclear power have very attractive properties - they promise attractive solutions to
long-term problems. And yet they both have fundamental problems that have not been addressed,
privacy for biometrics and nuclear waste for nuclear power. And the problems get harder and harder
to solve the longer they are left unaddressed. Initially, the solution for nuclear waste was storage
within the power facilities... a long-term solution was left for later, and coming up with a long-term
solution now is proving very difficult (witness the heated debates about the proposed Yucca
Mountain Repository).

The fundamental problems about biometrics may seem esoteric and far-off now, but as the
technology and economics changes, so will the risks and attacks. Copying biometric information
from the environment (e.g., harvesting latent fingerprints), spoofing, hacking, reconstructing
biometric information from templates, insider attacks, and theft of body parts may all seem far-
fetched now, but they could become common if the use of biometrics becomes widespread and the
value of the information protected by biometrics increases.

Consider Internet-based fraud. Initially it was a collection of esoteric attacks without any large-
scale threats or benefits. As more and more people started using the Internet for financial
transactions, however, the benefits of conducting fraud on the Internet grew and the types of
attacks become widespread and effective. Today we are faced with a large collection of attacks,
including phishing, pharming, Trojan horses, man-in-the-middle attacks, and good old fashion
confidence tricks. The root problem is the unsecure nature of the Internet, and not addressing this
problem early on has allowed all of these threats to flourish. Let's not make the same mistake about
biometrics.
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